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News & Notes
SAVE THE DATE!
ANNUAL MEETING IS
NOVEMBER 12

REMOTE CONTROL FOR
YOUR DEBIT CARD

CONTROL DEBIT CARD USE AND
SPENDING IN REAL TIME VIA
JACFCU invites you to attend our--your-SMARTPHONE. AND IT’S FREE!
annual meeting on Saturday, Nov. 12, at the The recent BIN attack on our debit cards
Frewsburg American Legion.
(see page 2) highlights the importance of
Why? Because all members are equal owners having control over where and how your
card is used, and of being alerted when
of the credit union, whether their deposits
unauthorized activity may be happening.
amount to $5 or $500,000.
DINNER * DOOR PRIZES * DEMOCRACY

A credit union's annual meeting is
democracy in action. It's an occasion for
management and elected officials to report
to you, our owners. And, it's an opportunity
for you to raise concerns, ask questions, and
meet the management team.

Our members have access to an app called
CardNavSM by CO-OP. It’s the
key to taking unprecedented,
real-time control over your cards
through your smartphone.

When you attend the JACFCU annual
meeting, chances are you'll leave with a
better understanding of its purpose and
goals, and be better prepared to face
today's many financial challenges.

CardNav adds another level of security to
your cards by letting YOU decide how and
The meeting will start at 6:30,
when they can be used, and alerting you
followed by a great meal, gifts, and
lots of door prizes. Tickets for the dinner are when any types of transactions you specify
take place to help identify and stop potential
available at any branch. See you on
fraud from happening.
November 12!
With CardNav, you can turn cards on or off
in seconds, and use GPS to restrict
transactions to businesses within a
Our Randolph branch is looking ahead
designated area (useful for travel!)
(that’s different than looking forward!) to
You can limit card use to specific
winter and cold temperatures. Through early merchants or purchases. You also
December, they are collecting warm winter
can receive alerts when you’re
clothing to be distributed through the
getting close to any personal spending
Randolph
limits you’ve set, help you stay within your
Community
budget goals.
Cupboard. You
can drop off new
In just minutes, you can gain the security
or gently used
and control of CardNav by CO-OP. All it
jackets, coats,
takes to get started is a free download from
hats, mittens,
the Apple App Store
or Google Play.
socks, etc. anytime
during business
hours.

GIVE WARMTH,
GET A WARM FEELING

People Helping People

www.jacfcu.org
Main
Office

915 E. Second St.
Jamestown
(716)483-1650

Lakewood 121 Chautauqua Ave.
(716)763-3642

Randolph 71 Main Street
(716)358-9326

Frewsburg 7 N. Pearl Street
(716)569-6789

Panama

1 East Main Street
(716)782-2336

Drive-thru

525 E. Second St.
Jamestown

WHAT HAPPENED TO MY DEBIT CARD?
If you were paying attention, you may have noticed
that there was no quarterly newsletter at the end of June.
This is very much an “in-house” production, and at that time
all of us here at JACFCU were dealing in one way or another
with the effects of a BIN attack on our debit cardholders’
accounts. This was fraud on a scale that we have never
experienced before. Between mid-June and mid-July, almost
1500 card numbers were blocked due to suspected or
confirmed fraud, and 90% of those members were issued
new cards, either in person or by mail. Then there were
chargebacks to be filed in order to recover what was taken.
It was a big job to handle, in addition to the everyday tasks
we handle for you.
It was not a “breach” in the sense that no one hacked
into a database somewhere and stole your information. What
happened is called a BIN attack. The first six to eight digits
of a credit or debit card are known as the Bank Identification
Number (BIN), which is unique to a single issuer. In a BIN
attack, a fraudster targets an entire BIN by using a software
program to generate the remaining digits of the card
number. They then make small online transactions to
identify which of those randomly generated card numbers
are associated with live, active accounts. Once real account
numbers are identified, the fraudster will make a rapid series
of larger purchases before moving on to the next account.
So your card information was not stolen; it was
fabricated, tested, and used, so rapidly that funds were gone
from your account before you knew it was happening. In this
case, the criminals ran most of the transactions through
walmart.com. This was intentional, as that site did not
verify the CVV (the 3-digit code from the back of your card)

or expiration date for those card numbers .
It did not matter if you had ever shopped that website or not.
There were cards affected that were never used for shopping
at all, only for ATM withdrawals.
WHAT WE’VE LEARNED, WHAT YOU CAN DO
Having heard of BIN attacks happening at other credit
unions, we had already changed the way we assign new card
numbers to make it harder for computers to guess them. We
now can recognize the signs of an impending attack, and
have developed protocols for dealing with an onslaught of
fraudulent transactions. One unfortunate result of this
situation is that we had to completely block transactions on
walmart.com and a few other online retailers. It was the
only way to stop the attack. In fact, we removed the block in
early September, as a test, and saw an immediate uptick in
bogus activity. So, for the foreseeable future, you will not be
able to use your JACFCU debit card on walmart.com.
We strongly encourage you to use the tools available to you
to track and control your card usage and account activity,
especially the CardNav smartphone app (see front page).
Look particularly at the controls that limit your transactions
to certain types of retailers, or only to the location where you
are (using your phone’s GPS). And, especially, set up
notifications to let you know when your card number has
been used. Check your account online regularly, and contact
us immediately if you see something you don’t recognize.
And lastly, THANK YOU for your patience, whether you
stood in line to get a new card or chose to wait for it to arrive
in the mail. We have the best members! And we did our best
in this situation to make it right for you.

DATES TO REMEMBER
Mon., Oct. 10

Fri., Nov. 11

Sat., Nov. 12

Thur., Nov. 24

Sat., Dec. 24/
Sat., Dec. 31

Mon., Dec. 26/
Mon., Jan. 2

Columbus Day

Veterans Day

Annual Meeting
& Dinner

Thanksgiving Day

Christmas Eve/
New Year’s Eve

Observing
Christmas Day/
New Year’s Day

All branches closed

All branches closed

All branches closed

6:30

All branches closed

All branches closed

Frewsburg Legion

CURRENT DIVIDEND RATES
Account Balance

Dividend Rate (APR)

APY

Up to $500.00

No dividend

n/a

$500.01 -- $15,000.00

0.05%

0.05%

$15,000.01 -- $50,000.00

0.10%

0.10%

$50,000.01 -- $100,000.00

0.15%

0.15%

$100,000.01 and above

0.20%

0.20%

IRA

0.25%

0.25%

Rates effective 8/1/2017; reviewed and subject to change monthly.
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